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Abstract

As mobile users cross the border of two adjacent domains
with on-going sessions, their re-authentication causes a sig-
nificant impact on inter-domain handoff latency as it re-
quires remote contact with the authentication server across
domains, making it difficult to employ current authentica-
tion protocols. This paper focuses on the cross-domain
authentication over wireless local area networks (WLANs)
that minimizes the need for remote access. We analyze
the security requirements suggested by the IEEE 802.11i
authentication standard, and consider additional require-
ments to help reduce the authentication latency without
compromising the level of security. We propose an en-
hanced protocol called the Mobility-adjusted Authentica-
tion Protocol (MAP) that performs mutual authentication
and hierarchical key derivation with minimal handshakes,
relying on symmetric cryptographic functions. We also
present security context nodes (SCNs) that handle security
contexts in conjunction with MAP, which allows for avoid-
ing continuous remote contact with the home authentication
server. In contrast to Kerberos which favors inter-realm au-
thentication, MAP achieves a 26% reduction of authentica-
tion latency without degrading the level of security.

1. Introduction

Time-sensitive applications, such as Voice over IP (VoIP)
or video streams, are now possible over wireless local area
networks (WLANs) such as those based on the IEEE 802.11
Standard [3] thanks to their high bandwidth. WLAN tech-
nologies also allow for roaming within public/corporate
buildings or university campuses. Furthermore, we an-
ticipate that mobile users might cross the border of do-
mains without disrupting their on-going application ses-
sions. However, VoIP requires the completion of a hand-
off in less than 50 ms for acceptable Quality-of-Service
(QoS) [33], including the execution of the IEEE 802.11i au-
thentication [5] as part of a secure handoff mechanism.

The IEEE 802.11i authentication is responsible for mu-

tual authentication and key derivation for securing WLANs
via 802.1X and a four-way handshake [5]. Recent efforts
on security associations have been limited to distribution
of keys to access points within a domain [23]. For inter-
domain handoffs, however, the authentication latency is
critical to the application QoS. Success in crossing a do-
main boundary is contingent upon whether the involved do-
main administrators agree on inter-domain handoffs or not.
Allowing a “visitor” to use storage resources in a domain af-
fects the performance of users in that domain. It is required
to assume that a domain has an agreement on inter-domain
handoffs with each of its neighbors, and to explore several
storage resource configurations that impact the authentica-
tion latency.

Minimizing the number of messages to be exchanged is
important as cross-domain authentication needs to contact
the remote home server, and the authentication latency in-
creases in proportion to the round-trip time between two
points involved in inter-domain message exchanges. Opti-
mization of the authentication protocol is of utmost impor-
tance since the existing redundant combination of authenti-
cation and key negotiation functions incurs more rounds of
message exchanges than necessary.

We propose in this paper an enhanced protocol for
cross-domain authentication, mobility-adjusted authentica-
tion protocol (MAP) which relies on far less costly symmet-
ric cryptography. MAP reduces the cross-domain authenti-
cation latency by (1) reducing the number of message ex-
changes, (2) integrating the four-way handshake of 802.11i
authentication into MAP, and (3) most likely avoiding re-
mote contacts, generating security contexts. First, MAP re-
quires less message exchanges without compromising se-
curity or the re-authentication mechanism that make the au-
thentication latency reduced significantly. Second, in co-
ordination with the authenticator in an access point, MAP
defines a hierarchical key derivation and generates consecu-
tive keys along with authentication operations. This allows
one to optimize the 802.11i authentication mechanism by
removing the need for a four-way handshake. Last of all,
we present security context nodes (SCNs), the main role of
which is to perform authentication operations on behalf of
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the remote home authentication server. An SCN allows for
exchanging security contexts generated after the completion
of authentication, so that it may avoid the need for contact-
ing the home server required each time the mobile nodes
roam in a foreign domain.

Our evaluation results show that MAP accounts for 74%
cross-domain authentication latency of Kerberos [16] and
85% of the latency of the Needham-Schroeder symmetric-
key protocol (NS) [26,27]. It makes an up to 53% improve-
ment in the authentication latency which is proportional to
the end-to-end domain distance until the round-trip time
counts up to 100 ms.

The paper is organized as follows. Section 2 gives an
overview of the 802.11i authentication mechanism and de-
sign requirements. Section 3 describes MAP. Section 4 con-
siders possible threats and analyzes the security of MAP.
Section 5 examines the performance via measurements and
simulation. Finally, we discuss related work in Section 6
and conclude the paper in Section 7.

2. Overview of Authentication Mechanism and
Requirements

In this section, we first introduce the 802.11i authentica-
tion scheme and protocols applicable to the cross-domain
authentication, describe the design requirements of authen-
tication protocols, and give an overview of BAN logic.

2.1. The IEEE 802.11i Authentication

The IEEE 802.11i authentication (after (re)association)
takes two main steps. First, 802.1X authentication, where
an authentication protocol like TLS [6] operates, establishes
the authenticity of end-to-end principals: the mobile station
(STA) user and the authentication server (AS), so-called
authentication authorization and accounting (AAA) [25].
Successful mutual verification of each identity leads to the
derivation of a pair-wise master key (PMK). This key is
transferred to the AP via a secure tunnel and eventually used
as a seed for a pair-wise temporary key (PTK). Second, the
STA and authenticator (AUTH) (which operates in an AP)
perform a four-way handshake, exchanging their nonces, so
that the temporary key is obtained and then the wireless link
is secured. The performance of 802.11i authentication de-
pends on the efficiency of this authentication protocol.

2.2. Cross-domain-related Protocols

There are two protocols—Kerberos and NS—that can be
effectively extended to support the cross-domain authenti-
cation.

The Kerberos protocol provides cross-realm operations.
By establishing inter-realm keys, the administrators of two

realms allow a mobile user to receive services in a remote
realm. The mobile user receives a remote ticket granting
ticket (TGT) from the ticket granting server (TGS) in the
local realm. It then obtains a service granting ticket (SGT)
from the remote TGS in the other realm by using the issued
remote TGT. With the SGT containing a secret key, the mo-
bile user and the authentication server can authenticate each
other. The remote TGT issued once can be reused to get
TGTs in the current realm within a given period of time,
but each time the mobile user moves into a foreign realm,
it is required to get a remote TGT again by contacting its
home TGS.

The NS protocol, on which Kerberos is based, is not in-
tended to operate cross-organization boundaries. However,
it can support cross-domain authentication with minor mod-
ifications.

The principal operations of the original protocol are the
following. The initiator A and its correspondent B share
secret keys KA and KB with the authentication server AS,
respectively. In the beginning, A obtains two copies of a
pair-wise key encrypted with KB and KA by AS, respec-
tively, while communicating with each other. Afterwards, A
sends B the KB-encrypted pair-wise key. In addition, A and
B exchange their nonce to authenticate each other.

If A corresponds to STA, and B and AS are a foreign
and home ASs, respectively, since the foreign AS requires
a set of pair-wise keys, the home AS generates and sends
a set of multiple different keys. Once receiving them, the
foreign AS contacts the home AS no more and the number
of message exchanges is reduced up to three.

We will use two protocols to comparatively evaluate the
throughout of our protocol via simulation.

2.3. Design Requirements

The 802.11i authentication suggests several requirements
that must not be compromised to secure WLANs.
Requirement 1: The STA and AS must be able to authen-
ticate each other. Since the STA establishes a wireless con-
nection to the AS through anonymous APs, it should be able
to identify the AS, so should the AS.
Requirement 2: Successful mutual authentication leads to
the derivation of a fresh key for the AS and the STA. After
successful mutual authentication, a 256-bit key (i.e., PMK)
is generated by the AS and the STA, and is eventually used
by the STA and the AP. This key should never have been
used before, and should become obsolete and be replaced
whenever the STA binds with a new AP.
Requirement 3: Mutual authentication should be strong
enough to be shielded from any unauthorized reception. It
is not easy to demonstrate the safety of the authentication
protocol, but there are theoretical approaches for this pur-
pose. For example, formal verification methods based on
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model checking, theorem proving, modal logic, and modu-
lar approach are widely used. We will show a logical proof
of MAP using BAN logic in Section 4.2.

In addition to these requirements, we present the follow-
ing recommendations for the authentication protocol design
to help achieve fast handoffs in WLANs.
Recommendation 1: Minimizing the number of message
exchanges helps improve the performance of handoffs with
cross-domain authentication. We should evaluate the effect
of the number of message exchanges.
Recommendation 2: Reducing the use of lightweight cryp-
tographic algorithms helps low-power mobile terminals like
personal data assistants mitigate the performance overhead
of computation-intensive cryptographic algorithms.

2.4. BAN Logic

BAN logic [10] is a well-known of modal logics developed
for authentication protocol analysis. It presented the proof
that a simple logic could be applied to describe the beliefs
of trustworthy communicating parties. It found authentica-
tion protocols in the literature containing redundancies or
security flaws. BAN logic reasons that the protocol oper-
ates as correctly as it is expected. It is sufficiently effec-
tive to convince one of the correctness of the authentication
mechanisms with a logical reasonings.

2.5. Prerequisite

We introduce briefly logical postulates in BAN logic that
will be used for the proof of our protocol. Full details of its
rules are given in [10].

• The message-meaning rules are applied to the interpre-
tation of messages for shared keys

P believes Q K←→ P, P sees {X}K

P believes Q said X

and for shared secrets,

P believes Q Y⇐⇒ P, P sees < X >Y

P believes Q said X
.

• The nonce-verification rule represents the check that a
message is recent and that the sender still believes in
it:

P believes f resh(X), P believes Q said X
P believes Q believes X

.

• The jurisdiction rule states that if P believes that Q has
jurisdiction over X then P trusts Q on the truth of X :

P believes Q controls X , P believes Q believes X
P believes X

.

In addition, MAC (Hash Message Authentication Code)
function, involving the use of a secret key to generate a
cryptographic checksum, can also provide authentication of
its source. In this aspect, we interpret MAC(m,K) as a unit
of the secret < X >Y . It suffices to intend that Y be a secret
and its presence prove the identity of whoever utters it.

3. MAP

In this section, we describe an authentication architecture
that is basically analogous to the AAA one and our proto-
col that consists mainly of three functional modules. Each
module interacts with each other for authentication and key
derivation.

3.1. Architecture

Authentication operations work with three entities: an STA,
the back-end AS, and the authenticator (AUTH). An STA
represents the end user with a wireless LAN equipped de-
vice. The AS verifies the authenticity of each STA and pro-
vides keys to secure the wireless link. The AUTH relays
traffic between the STA and the AS, which is eventually an
end-point of a secure wireless link.

In addition to dealing with these entities, our protocol
solves the cross-domain authentication problem by intro-
ducing a new node, called security context nodes (SCNs).
SCNs are placed between the AUTHs and the AS. The SCN
is logically distinct from the AS, although both may reside
on the same physical machine or be integrated into the AS.
The SCN functions as follows. After receiving a security
context1 issued by the AS, it can perform re-authentication
on behalf of the AS. The SCNs are distributed in each do-
main so that they can mitigate the authentication latency
while the STA roams around the domain. It is assumed that
in case of the communication of inter-administrative do-
mains they have a security association agreement on roam-
ing and are securely connected to one another by sharing
inter-domain keys. This combination is adaptable to the se-
curity architecture of 802.11i authentication and Wi-Fi Pro-
tected Access 2 (WPA2) [1]. The protocol describing how
messages are exchanged between the SCNs is part of our
future work. In this paper, we will give a rough idea of how
to exchange messages between the SCNs in Section 3.2.

Figure 1 shows our MAP authentication architecture.
The MAP server module on the AS, described in Sec-
tion 3.5.1, is an end-point authentication protocol securely
connected to the AUTHs via the SCN. The AS used in the
architecture is functionally equivalent to the AAA server.
The MAP security context module (SC module) in the SCN,

1Its contents vary with individual protocols. MAP is expected to have a
set of authentication value pairs, identity (= mobile node Id), validity time,
time stamp, mean time of handoff, counter and other security information.
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described in Section 3.5.2, helps the AS communicate with
the other MAP-support AS for cross-domain authentication.
The AUTH is an authentication client as a pass-through au-
thenticator. It relays authentication traffic from the STA to
the AS and vice versa. The MAP client module in the STA,
described in Section 3.5.4, is an end-point authentication
party that requests authentication and eventually establishes
a secure link with the attached AP.

STA

MAP
client module

AS

MAP
server module

SCN

MAP
SC module

Foreign AS

SCN

MAP
SC module

Pass-through
AUTH

AP

Pass-through
AUTH

AP

Pass-through
AUTH

AP

Pass-through
AUTH

AP

Logical link Inter-domain association

Domain barrier

Wireless network

Secure wired network

Figure 1. Authentication architecture

3.2. Communication between SCNs

The SCNs communicate with each other, based on a peer-
to-peer manner. There are two ways of transferring secu-
rity contexts among involved SCNs. In case of no security
context cached in an SCN with which an STA has just asso-
ciated, the targeted SCN fetches security context from the
original SCN with which the STA associated previously; re-
active transfer introduces latency in security context fetch-
ing. On the other hand, the original SCN may somehow for-
ward the targeted SCN(s) the security context ahead; proac-
tive transfer consists on estimations of the STA’s direction
and management of security contexts, the combination of
which leads to a tradeoff between storage overhead and la-
tency performance. We will elaborate on this issue in our
future work.

3.3. Authentication

The MAP’s authentication relies on MAC algorithms [17].
The MAC values rely on shared symmetric keys, the man-
agement of which is not easy to scale in that two communi-
cation parties must somehow exchange the key in a secure
way, compared to that of asymmetric-key pairs. However,
on the other hand, signing and verifying public keys are
very time-consuming; the MAC values are preferred over
digital signatures because the MAC computation is two to
three orders of magnitude faster. There is a tradeoff between
scalability and CPU usage; we chose cost efficiency since it
matches our design goal.

3.4. Defined Keys

We define three types of keys for the different purpose: pri-
mary key (PK), domain key (DK) and temporary key (TK).
Table 1 shows a summary of the association of keys and
their sharing. PK is a long-term symmetric key which may

Table 1. Defined keys
key derivation belonging
PK pre-installed AS and STA
DK PK SCN and STA
TK DK† AP and STA

be periodically updated and deployed somehow, e.g., online
subscription to a service provider or off-line set-up with a
purchased card. It is assumed that PK has guaranteed pro-
tection against disclosure for a sufficiently long period of
time. DK is a quasi-primary key in (subset of) a domain,
which is derived from PK and the previous DK. The STA
generates a new DK as it changes a domain/subnet; an old
DK must be dethroned. In addition, DK†, a n-time-hashed
DK, is defined. The purpose of introducing the key is to
provide loose coupling of DK and TK that is derived from
DK†. TK is a link key affiliated with securing a wireless link
established between the STA and the AP. TK binds with the
addresses of two involved physical devices.

3.5. Message Exchanges

MAP defines four and two messages for the initial and re-
authentication, respectively. The auth-req message is sent
by the client module in the STA, which triggers a negotia-
tion on authentication and key agreement from scratch. The
auth-chal message sent by the server, as a return message,
is used for the purpose of challenging the STA, with an en-
crypted code used for verifying the authenticity of the AS
to the STA. The chal-res message, sent by the STA, is a re-
sponse. This message contains a nonce-response encrypted
code so that the AS verifies the authenticity of the STA. The
AS, in return, replies with the auth-res message.

Once the first authentication procedure is performed suc-
cessfully, the reauth-req and reauth-res messages are ex-
changed for re-authentication. The reauth-req message sent
by the STA is captured and processed by the SCN. After ver-
ifying the authentication code in the message, the SCN re-
sponds with the reauth-res message containing the result of
authentication. Described below are the behaviors of mod-
ules involved in MAP.

3.5.1 MAP Server Module

This module is involved primarily in the initial authentica-
tion. The following procedure describes how an STA’s au-

Proceedings of the First International Conference on Security and Privacy for Emerging Areas in Communications Networks (SECURECOMM’05) 
0-7695-2369-2/05 $20.00 © 2005 IEEE 



thentication request is handled.
var: ns1..n, nc1..n := 0;
for all i: auth-req of Idi in buffer do

nsi=Refresh(nsi);
send auth-chal: nsi | MACPKi (Idi, nc′, nsi, “authch”);
nci=nc′;

end for
for all i: chal-res of Idi in buffer do

DKi, j−1 = PRF(PKi, nci, nsi);
if MACPKi (Idi, nc′, nsi, “authres”) && MICDKi, j−1 verified
then

nsi=refresh(nsi);
DK†=Hαi(DKi, j−1)
send auth-res: nsi | nc′ | DK†;
make SCi:
for e = 1..n do

MACPKi (Idi, nsi, DKi, j−1, “reauth”);
DKi, j=PRF(PKi, DKi, j−1, nsi);
AVPe:(Idi, nsi, MAC, DKi, j) ∈ 1..e−1 AVP;
nsi=refresh(nsi);

end for
end if

end for

A MAC, including nonce nc′ from the received message,
is computed and sent to the STA of Idi. The MAC allows
the STA to verify authenticity of the AS. DK is computed
by calculating an n-bit key generating pseudo random func-
tion (PRF)—in most cases n=128 is sufficient—with PK
and the previously exchanged nonces. A MIC provides a
means of verifying authenticity once the associated MAC is
verified successfully. A hashed domain key, DK†, is gen-
erated by applying α times a cryptographic one-way func-
tion H, equivalently Hα(x) = Hα−1H(x) and H0(x) = x.
The α value is a sync-one shared between the STA and the
AS/SCN. DK† allows DK to be hidden from authenticators.
After the message exchanges, the server module creates the
STA’s security context that is composed primarily of the set
of authentication value pairs (AVPs). It is then transferred to
the corresponding SCN. The AVPs enable the SCN to con-
duct the re-authentication and re-keying process on behalf
of the AS.

3.5.2 MAP SC Module

This is invoked on demand for re-authentication and is to
be combined with the server module.

for all i: reauth-req of Idi in buffer do
AVPl=(Idi, nsi, MAC, DKi, j) ← l..n AVP;
if MAC && MICDKi, j verified then

send reauth-res: nc′ | nsi | Hαi(DKi, j);
end if

end for

The SC module first retrieves one of AVPs from the security
context corresponding to Idi and then verifies MAC�=MAC′
or MICDKi, j (reauth-req) �=MIC′. If not, it computes DK†

and sends authenticator it along with the exchanged and re-
trieved nonces. If DK is not allowed to be re-used, the AVP
is dethroned when it is notified somehow that the STA of Idi

de-associates with the current AP. If no more AVP exists,
the re-authentication request is forwarded to the AS which
will, in turn, handle the request from scratch. Note that the
SC module does not possess any PK.

3.5.3 Authenticator

This binds with each AP and is responsible for gen-
erating an TK with which the STA and AP establish
a secure link after authentication is performed success-
fully.

var: na;
if auth-req | auth-chal | chal-res | reauth-req received then

relay it;
end if
if auth-res | reauth-res received then

if success in authentication then
na=refresh(na);
send auth-res: ENCDK† [ns′ | na | nc′];
TK=PRF(DK†, AddrSTA | AddrAP, na | nc′);

end if
end if

Authenticator is beyond access to DK; DK† received from
the AS/SCN is used to compute TK by calculating a PRF—
the key-size varies with cryptographic protocols to be used
for securing a wireless link, yet it is either 256 or 512 bits.
TK binds with media access control addresses of the STA
and AP; de-association revokes TK and a new TK is to be
recomputed.

3.5.4 MAP Client Module

This is invoked when the STA (re)associates with an
AP.

var: secret := 0, nc;
if (re)associated then

nc=Refresh(nc);
if !secret then

send auth-req: Id | nc;
else

DKi=PRF(PK, DKi−1, secret);
send reauth-req: Id | MACPK(Id, secret, DKi−1, “reauth”)
| nc | MICDKi ;

end if
end if
if auth-chal received then

if MACPK(Id, nc, ns′, “authch”) verified then
DKi−1=PRF(PK, nc, ns′);
nc=Refresh(nc);
send chal-res: Id | nc | MACPK(Id, nc, ns′, “authres”) |
MICDKi−1 ;

end if
end if
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if auth-res | reauth-res received then
DK†=Hα(DKi−1 or DKi);
DECDK† [ENC[ns′ | na′ | nc′]];
if nc==nc′ then

secret=ns′;
TK = PRF(DK†, AddrSTA | AddrAP, na′ | nc);

end if
end if

It retains the value of secret. It is given by the AS after
completion of the previous successful authentication. Con-
fidentiality of the secret is guaranteed since it is transferred
in ciphertext. The secret determines whether the authenti-
cation process is conducted from scratch. The α value is
matched to that of the AS/SCN.

4. Security Considerations

In this section, we first examine security threats to our pro-
tocol and then, using BAN logic, we show the logical proof
that MAP performs its authentication mechanism correctly
as it is expected.

4.1. Possible Attacks

Key recovery attack: This relies on finding the key K it-
self from a number of message–MAC pairs. Ideally, any
attack allowing key recovery requires about 2k operations
where k is the length of K. The adversary tries all possible
keys with a small number of message–MAC pairs available.
Choosing a sufficiently long key is a simple way to thwart a
key search. Another simple attack is to choose an arbitrary
fraudulent message and append a randomly-chosen MAC
value. Ideally, the probability that this MAC value is cor-
rect is equal to 1/2m, where m is the number of bits in the
MAC value. Repeated trials can increase the corresponding
expected value, but a good implementation will be alert to
repeated MAC verification errors.
Forgery attack: This attack relies on prediction of
MACK(x) for a message x without initial knowledge of
K. For an input pair (x, x′) with MACK(x)=g(H) and
MACK(x′)=g(H ′), where g denotes the output transforma-
tion and H is a chaining variable, a collision occurs if
MACK(x) = MACK(x′). Its feasibility depends on an n-bit
chaining variable and m of the MAC result. Given g that is
a permutation, a collision can be found using an expected
number of

√
2 · 2n/2 known text-MAC pairs of at least two

divided blocks each. A simple way to counter this attack
is to ensure that each sequence number at the beginning of
every message is used only once within the lifetime of the
key.
Impersonating attack: Note that the AUTH, SCN and AS
keep a security association with each other. Therefore, nei-
ther of them can be used to impersonate the other. Instead,

this attack occurs between the STAs and AUTHs. This at-
tack causes an authentication failure or misconduct of the
principals. Oracle-based impersonating attacks are that the
attacker exploits one of principals as an oracle to obtain
cryptographic messages in a session since it has no knowl-
edge of K. The attacker applies the obtained messages to
the other principal party in another session. For example, it
runs a session with an AUTH to obtain a MAC value, im-
personating a legitimate STA. It runs another session with
an STA and exploits the MAC value on the STA, imperson-
ating the legitimate AUTH. This attack can be countered by
exchanging nonce each other and using a sequence counter.

4.2. The Protocol Analyzed

The analysis procedure is the following: first, translate the
original protocol into the idealized one and then make as-
sumptions about the initial state. Finally, we make logical
formulas as assertions and apply the logical postulates to
the assumptions and assertions to come to the conclusion in
beliefs held.
Translating; we extract the encrypted forms of messages
from MAP communications as follows:

i-1. B → A: < Na,Nb >PK

i-2. A → B: < Nb,Na >PK

i-3. B → A: {Nb′ ,Na′ }DK

ii-1. A → B: < Nb′ ,ADK←→B >PK

ii-2. B → A: {Nb′′ ,Na′′ }Kab′

We have STA and SCN—the functionality of AS and AUTH
is integrated into SCN for simplicity, respectively, A and B,
and omit communication in clear-text. In addition, there is
a slight difference by representing (Na ⊕Nb) as (Na,Nb),
which is acceptable since this means that Na and Nb were
uttered at the same time and their XOR-ed value is straight-
forwardly obtained.

To authenticate the party, each party verifies the MAC
which requires the nonces generated by itself and the other.
That is, the correct MAC can only be generated with the
fresh nonces from the two. Thus, we might deem that au-
thentication is completed between A and B if each of the two
believes that the other has recently sent the nonce, and prov-
ing the sound mutual authentication is sufficiently satisfied
by deriving the following:

A believes B believes Na and B believes A believes Nb

for initial authentication and

A believes B believesNa′′ and B believes A believes Nb′

for re-authentication.
Making assumptions; we then write the following assump-
tions:
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(1) A believes A PK⇐⇒ B, (2) B believes A PK⇐⇒ B,

(3) A believes A DK←→ B, (4) B believes A DK←→ B,

(5) A believes A DK ′
←→ B, (6) B believes A DK ′

←→ B,

(7) A believes f resh(Na), (8) B believes f resh(Nb),

(9) A believes f resh(Na′), (10) B believes f resh(Nb′),

(11) A believes f resh(Na′′ ), (12) B believes f resh(Nb′′),

(13) A believes f resh(Nb′), (14) A believes f resh(Nb′′ ),

(15) A believes B controls Nb′ ,

(16) A believes B controls Nb′′ .

The assumptions (1) and (2) are made from the fact that
A and B initially share a secret, PK. (3), (4), (5) and (6)
are derived from the fact that only A and B can generate
a shared key only if the sound authentication is achieved.
The assumptions from (7) to (12) show that A and B,
each other, believe that nonces generated by themselves are
fresh; freshness of nonces is hold by verification of MAC
and MIC associated with the nonces. The nonces, Nb′ and
Nb′′ also play a role of secrets since they are transferred in
encryption. Thus, A can believe that B has generated the
nonces that have not been used in the past. It leads to the
assumptions (13) and (14), and also (15) and (16) which
indicate that A trusts B to generate the secret.
Reasoning; we analyze the idealized version of MAP by
applying logical postulates presented in Section 2.5 to the
assumptions.

A receives Message i-1. The annotation rule yields that
A sees < Na, Nb >PK holds afterward. With the hypoth-
esis of (1), the message-meaning rule for shared secrets
applies and yields A believes B said (Na, Nb). Breaking
conjunctions produces A believes B said Na. With the hy-
pothesis of (7), we apply the nonce-verification rule and
yield A believes B believes Na. On the other hand, B re-
ceives Message i-2 and the following result is obtained in
the same way as that of Message i-1, via the message-
meaning and nonce-verification rules with the hypothesis
of (2) and (8), respectively, B sees < Nb, Na >PK and
B believes A believes Nb. This concludes the analysis of
Message i-2. The analysis of Message i-1 and i-2 confirms
that MAP performs mutual authentication successfully.

A receives Message i-3 and the annotation rule
yields that A sees {Nb′ , Na′ }DK holds afterward. The
message-meaning rule for shared keys with the hypoth-
esis of (3) via breaking conjunctions yields the follow-
ing: A believes B said Nb′ , and A believes B said Na′ . Tak-
ing the former, with the hypothesis of (13) and (15), the
nonce-verification and jurisdiction rules apply, respectively
and yield A believes B believes Nb′ , and A believes Nb′ , re-
spectively. Taking the latter, the nonce-verification rule
with the hypothesis of (9) yields A believes B believes Na′ .
This concludes the analysis of Message i-3. This Message
sounds like redundant since authentication is completed

from Message i-1, yet this Message is essential not because
it is for authentication, but because it is for the transmit of a
secret, nonce Nb′ .

B receives Message ii-1 and the annotation rule yields
that B sees < Nb′ , A and DK←→B >PK holds afterward. By
applying the message-meaning rule for the secrets with
(2) via breaking conjunctions, we obtain as follows:
B believes A said (Nb′ ,A

DK←→B), and B believes A said Nb′ .
The nonce-verification rule with the hypothesis of (10)
yields that B believes A believes Nb′ . On the other hand,
A receives Message ii-2 and the annotation rule yields
that B sees {Nb′′ , Na′′ }DK′ holds afterward. By applying
the message-meaning rule for the shared keys with the
hypothesis of (6) via breaking conjunctions, we obtain
A believes B said Nb′′ and A believes B said Na′′ . Taking
the former, the nonce-verification and jurisdiction rules with
(14) and (16), respectively, yield A believes B believes Nb′′ ,
and A believes Nb′′ . Taking the latter, nonce-verification
with (11) yields that A believes B believes Na′′ . The analy-
sis of Message ii-1 and ii-2 confirms that MAP also achieves
mutual re-authentication.

5. Performance Evaluation

We evaluate the efficiency of MAP via experimentation and
simulation, contrasting it with other protocols. We first dis-
cuss the simulation process and then analyze the MAP’s
performance benefits.

5.1. Simulation Methodology

The probe phase, discovering the next AP in WLAN hand-
offs, takes a long latency (ranging from 50 ms to 350 ms),
depending on different vendors [21]. Even if the recent ef-
fort in [32] to reduce the latency by 84%, the large variance
is an obstacle to highlight the effectiveness of our protocol
on a real test bed. We therefore use simulation based on
experimental data. We assume that network traffic is sta-
ble with small variations, e.g., the latency of establishing a
(re)association with an AP including the probe phase is 30
ms with 3% jitter, and the round-trip time (RTT) between
two communicating servers across a domain is about 20 ms
with 4% jitter. In addition, the RTT between the AP and
SCN/AS is less than 3 ms. We use these values through-
out the simulation. In cryptographic computations, we con-
ducted an experiment using three machines: Linux v.2.4.19
iPAQ 206MHz ARM processor with 64MB (iPAQ), Linux
v.2.4.2 Mobile Pentium 366MHz processor with 128MB
(MP2) and Linux v.2.4.23 Intel Xeon 3Ghz bi-processor
with 2GB (Xeon). We compiled codes [11] in gcc v.3.3
with an option of Level-1 optimization.

Table 2 shows the computation throughput of symmetric-
key and public-key algorithms, respectively. With these
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Table 2. Throughput of hash/symmetric and
asymmetric algorithms

Alg.\Pow. iPAQ MP2 Xeon
SHA-1 15.8 Mbps 18 Mbps 104.9 Mbps

SHA-256 3.4 Mbps 9 Mbps 64.0 Mbps
SHA-512 0.2 Mbps 4.3 Mbps 24.8 Mbps

MD5 15.8 Mbps 41 Mbps 290.9 Mbps
AES-128 2.7 Mbps 10 Mbps 80 Mbps
RSA enc. 15.1 Kbps 138.9 Kbps 625 Kbps
RSA dec. 0.9 Kbps 4.6 Kbps 21.6 Kbps
RSA sig. 0.9 Kbps 4.4 Kbps 21.2 Kbps
RSA ver. 15.1 Kbps 138.9 Kbps 625 Kbps

measurement data, we numerically calculate the time to per-
form each authentication protocol while ignoring the over-
head of running applications for simplicity.

5.2. The Simulation Model

Figure 2 shows the simulation model we used. Each AS
constructs a domain consisting of an SCN and several APs.
The SCN and AS may reside on the same machine as men-
tioned before. The domains are connected with secure links
(between SCNs), based on an inter-domain roaming agree-
ment.

b.6 b.7

b.5
b.4b.3

b.1 b.2

a.6 a.7

a.5
a.4a.3

a.1 a.2

c.6 c.7

c.5
c.4c.3

c.1 c.2

SCN.a

SCN.b

SCN.c

AS.a

AS.b

AS.c

Figure 2. The simulation model for inter-
domain handoffs

Handoff Pattern

Handoff pattern for STAs is basically random; the STAs
cross the border after hopping a random number of times.
Random pattern is sufficient to evaluate the overall effi-
ciency performance. Nevertheless, to notice the compara-
tive effectiveness of our protocol, we additionally set a reg-
ular handoff pattern; after association in the home domain,
STAs hop three times and then cross a domain border. In
visited domains, every five hops they traverse a domain.

SCN Configuration

When the STA crosses the border of a domain, there can be
three system configurations according to the storage avail-
ability in the SCN of the visited domain. First, if only re-
laying traffic is allowed, the actual authentication falls in
the AS/SCN of the home domain. The SCN in the visited
domain serves as a relay agent. Second, if caching security
contexts is, the foreign SCN serves as a proxy authentication
server. In this case, security contexts are transferred and
stored in the visited domain, which enables avoidance of
contacting the home server. Third, if pre-caching security
contexts is allowed somehow—that is, a security context is
transferred to the foreign SCN before the STA arrives—then
the latency of requesting the security context from the home
server/SCN can be eliminated. Note that MAP can support
this in conjunction with a protocol providing the localiza-
tion of the security contexts.

5.3. The Simulation Results

MAP performs an optimized re-authentication procedure
based on the security contexts generated after the ini-
tial authentication. It allows one to (1) compact the re-
authentication procedure (with two-message exchanges, the
mutual authentication is completed) and (2) avoiding con-
tacts with the home server from the visited domain. Figure 3
clearly shows that from re-authentication, the authentication
latency dramatically drops by up to 45% thanks to (1). As a
regular handoff pattern, after three hops in the local domain
(the first handoff corresponds to the initial authentication in
the figure), the STA crosses the border of the domains at
every 5 handoffs, which triggers the foreign SCN to request
the security context from the home server. As a result, the
latency increases in proportion to the RTT between the end-
to-end points of two domains. Even if the STA roams in the
foreign domain, it shows the same latency performance as in
the home domain thanks to (2). In this case, the SCN in the
foreign domain supports the caching allowed mode. After
the 15-th handoff in the figure, the cross-domain authenti-
cation encounters the relaying allowed mode of the SCN in
the visited domain, which triggers the authentication pro-
cedure to be performed in contact with the home server for
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each hop in the visited domain.
Figure 4 shows the results with a random handoff pat-

tern, illustrating the cumulative distributions of the authen-
tication latency for three modes supporting SCN. The figure
shows pre-caching and caching allowed modes to achieve
more improvements in time efficiency than the relaying al-
lowed mode which is characteristic of the legacy protocols
that are unable to generate security contexts. For example,
more than 70% of authentication processes in the caching
allowed mode take less than 36 ms and more than 80% of
those in the pre-caching allowed mode take less than 36 ms.

We evaluated the increase in storage availability via the
number of authentication requests with a random handoff
pattern. Figure 5 shows that the higher inter-domain hand-
off frequency the home SCN has, the higher its storage
availability. The x-axis is the ratio of authentication re-
quest queries in inter-domain handoffs to the total number
of queries, and the y-axis is the ratio of the network traffic in
the foreign SCNs. Let AQr denote the foreign server’s over-
head and AQl denote the home server’s overhead. Then,
the ratio of the gain in storage availability with MAP to
the overall overhead is expressed as, 1−AQl/(AQl + AQr)
which grows as the frequency of the inter-domain handoffs
increases.

As shown in Figure 6 that plots the results with a ran-
dom handoff pattern, the performance in authentication effi-
ciency (caching allowed) improves up to 53% over a legacy
method (relaying allowed) until the end-to-end domain dis-
tance continues to increase up to RTT=100 ms. In case of
security context pre-cached in the visiting domain, MAP
makes a 10% additional improvement with RTT=100 ms.
Therefore, the effectiveness of MAP increases dramatically
as the distance gets larger.

5.4. Comparison with Other Protocols

Figure 7 shows the cumulative CPU usage (represented in
ms) cryptographic primitives of required in ten consecu-
tive times of authentication in MAP and MNS and Ker-
beros protocols, and public-key-based Needham Schroeder
(PNS) and TLS protocols. We chose one-way hash func-
tions (MD5 [30], SHA [2]) and block ciphers (AES [4]) for
symmetric-key protocols, and RSA [15] 1024-bit modulus
for the public-key protocols. The symmetric-key protocols
are shown to be two orders of magnitude faster thanks to
the inherent advantage over modulo operations. MAP is
faster than the MNS and Kerberos protocols, respectively,
by 12.6% and 21.5% CPU usage gains. In view of millions
of authentications conducted by a server, this is a consider-
able impact on the performance gain.

Regarding the number of message exchanges, MAP
achieves the cross-domain authentication only with two-
way handshake, the cost of which is minimal, compared

to MNS and Kerberos requiring three-way and four-way
handshakes, respectively. This contributes to the further
enhancement of latency performance. Figure 8 shows the
comparison of authentication latency of MAP with that of
the MNS and Kerberos protocols while mobile nodes are
hopping uniformly with a regular pattern. MAP outper-
forms the others in both inter- and intra-domain roaming.
It accounts for 74% of cross-domain authentication latency
of Kerberos and 85% of that of MNS. It reduces the intra-
domain authentication latency by 5% for Kerberos and 7%
for MNS.

5.5. Storage Overhead

The security context is transferred and stored in a foreign
server (SCN) for cross-domain authentication. It consists
mainly of a set of AVPs each of which is composed of nonce
(128 bits), MAC (128 bits), DK (128 or 256 bits) and Iden-
tity (about 320 bits). In addition, a value (of 40 bits) may be
reserved for security context validity and other information.
The security context can be of 64·n+45 bytes where n is the
number of AVPs. Approximately, given a 1 KB security
context per STA, manipulating one million STAs requires
a 1 GB storage, which is usually a small overhead to the
server system.

6. Related Work

There have been several studies on how to achieve fast
handoffs and enhance the performance of authentication
mechanisms, including WLAN protocols.

Michra et al. [23, 22] presented a keys distributing
method by means of proactive context caching. The idea
of proactive caching is for an AP to broadcast its cached
context to its neighbor APs in advance by using neighbor
graphs and IAPP. However, this method is limited to intra-
domain handoffs since APs are required to be functionally
identical.

Pack et al. [29] presented a pre-authentication method
that skips the 802.1X authentication phase by distributing
the key to a certain number of selected APs and computing
the likelihood based on the analysis of past network behav-
ior. Bargh et al. [8] presented the applicability of the pre-
authentication method for inter-domain handoffs. However,
a pre-authentication method creates a higher risk of com-
promising security.

Wong et al. [35] proposed a hybrid protocol based on a
certificate containing a symmetric key signed with a pub-
lic key which is suitable for wireless communications. An
asymmetric method for wireless communications presented
in [14] uses Diffie-Hellman key exchange combined with
Schnorr signatures. In addition, there are several legacy au-
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thentication protocols [36, 37, 31, 10, 28, 12] for the general
purpose in the literature.

There are several approaches to analyzing the security
of authentication protocols. One is the formal methods
that model and verify the protocol using specification lan-
guages and verification tools [20]. It consists of model
checking and theorem-proving methods. Application exam-
ples [18,24,13,19] demonstrated the feasibility of formally
verifying the authentication protocols with general-purpose
verification tools. Also proposed in [9, 34, 7] are modular
approaches aiming to establish a sound formalization and a
security analysis for the authentication problem.

7. Conclusions

The cross-domain authentication requires retrieval of secu-
rity contexts from the server of the previously-visited or
home domain. As we have shown, contacting a remote
server may increase the authentication latency significantly.
If security contexts are allowed to be pre-cached/transferred
before the mobile user arrives, the latency can be reduced
significantly: the longer the end-to-end distance, the larger
the latency reduction.

In this paper we designed and evaluated a mobility-
adjusted authentication protocol, MAP, by leveraging
symmetric-key cryptography for cross-domain authentica-
tion and key distribution. MAP can be configured to make
tradeoffs between performance and storage usage.

MAP introduces three concepts to the cross-domain au-
thentication: (1) a re-authentication mechanism based on
a two-way handshake; (2) the temporary-key generation of
the 802.11i authentication; and (3) security contexts elimi-
nating the need to contact a remote server.

MAP is much faster than Kerberos and MNS protocols,
so that it performs better in cases of long end-to-end do-
main distances as well as high cross-domain authentication
traffic.
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